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CHAPTER ONE BASIC INTRODUCTION OF FINGERPRINT TIME & ATTENDANCE MACHINE

1.1 T10NUC Technical specification

	Hardware
	CPU:ARM7 / SDRAM:64M / FLASH:32M

	Capacity
	Fingerprint Capacity: 2000 template

ID Card Capacity: 2000 pcs

Password Capacity: 2000 pcs

	Response time
	verify OK < 1.5S（the capacity is 2000）

	
	verify Invalid < 2S

	FAR
	<0.0001% (security level=1)

	FRR
	<0.01% (security level=1)

	Verify mode
	1: Fingerprint + Password

2: Fingerprint + ID Card

0: Fingerprint


	Fingerprint verify mode
	1:N & 1:1

	Security level
	1:1, lever 1 to level 4 can be set

1:N, level 0 to level 50 can be set

	ID number
	1-65535

	Management record
	1000 pcs

	IN/OUT record
	50000 pcs

	Communication interface
	RS232、RS485、TCP/IP、USB Flash

	Bond rate(BPS) 
	9600，19200，38400，57600，115200

	LCD Language
	Chinese, English

	Hint voice
	English, Chinese, beep sound

	LCD
	128*64

	Consumption
	<3W

	Input Voltage
	5VDC ±5%

	Working Environment
	Temperature
	0oC-45 oC

	
	Humidity
	20%-80%


1.2 Interface definition
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Details of interface:



1.2.1 RS232 Serial Port (RJ11) definition:
1.2.2 RS485Interface (RJ11) definition:
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1.2.3 USB Flash and TCP/IP Port are standard Interface
1.3 Keypad
① Structure

Structure of the keyboard is shown as the photo:
	1
	2
	3
	ESC

	4
	5
	6
	MENU

	7
	8
	9
	▲

	⊙
	0
	OK
	▼


② Function

Function of the keyboard is as follows：


1.4 Menu
It is convenient to operate the fingerprint time &attendance machine. Users can select menu, keyboard inputting and all kinds of setting with 5 function keys and number keys. And the voice message and beep sound will inform users whether the operation is correct or not.

1.4.1 Function
★ “Enroll” menu is used for user’s data management.

★ “Setup” menu is used for the relevant item’s setting.

★ “System info” menu is used for displaying the system information.
1.4.2 Structure
Press “MENU” to enter into 1st grade menu, which contains three items.
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 eq \o\ac(○,1)
Enroll

Select Enroll in 1st grade menu, and press OK to enter 2nd grade menu, which contains eight items.
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Select USER 
, and press OK to enter into 3rd grade menu, which contains five items. 
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Select Admin
, and press OK to enter into 3rd grade menu, which contains five items.
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Select Level Setting
, and press OK to enter into 3rd grade menu, which contains five items.
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 eq \o\ac(○,2)
Setup

Select SETUP and press OK to enter 2nd grade menu, which contains four items.
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Select System and press OK to enter 3rd grade menu.
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Select Log Setup and press OK to enter 3rd grade menu.
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Select Communication and press OK to enter 3rd grade menu.
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Note:

Be sure the Bandrate of PC is 38400.
Please set the “Port No.,IP Address,Subnet mask and Default gateway”, if you choose to use the TCP/IP connection.
 eq \o\ac(○,3).
System Info
Select SYSTEM INFO and press OK to enter 2nd grade menu, which contains three items.


[image: image12]
Note: The menu can be shift through press OK, then you will see the Admin, Card/Password and S_Log info.
1.4.3 Menu displaying
1) Each message consists of description, item, cursor, setting items and scroll.
2) Description: parent menu of the current menu
3) Item：the selected menu for operation
Select the Menu with ‘<’ and ‘>’ key, and OK for confirming. 

Press ESC for returning to its parent menu. Save the settings after changes by pressing OK.

4) Select the Setting Items if you want to change the setting of menu.

Select a value with ‘ <’  and  ‘>’ key, or input a value by number keys. 

There will be a warning if users set an invalid value.
Press OK for confirming and ESC for cancel. 
5) Scroll：It means there are more menus in another page.

④ Beep sound and voice warning
1) If the operation is successful, there will be a prompt message in LCD together with “dingdong” sound.
If the operation is failed, there will be a warning message in LCD together with “dudu” sound. 

The beep sound disappears after one sec or users can turn off by pressing any key. 

2) Voice warning：the time& attendance machine has voice warning functions。

Chapter two operation procedure of fingerprint time& attendance machine

The verify mode can be set on: fingerprint verification, password verification, IDcard verification, fingerprint + password verification and fingerprint and ID card verification. 
2.1 Fingerprint verification 

It supports 1:1 and 1:N verify mode.
2.1.1  1：N Verification
Displaying in T & A mode.

Users press the enrolled finger on scanner 

1.
Successful matching
If you set the voice out is yes, it emits “welcome” for successful matching. If you set the voice out is no, it emits “Beep” sound for successful matching. 
2、Unsuccessful matching 

If you set the voice out is yes, it emits “Try again” for unsuccessful matching. If you set the voice out is no, it emits “dudu” sound for unsuccessful matching. 
Note: Users should be sure that the pressing finger is the finger enrolled and pay attention to the finger’s pressing procedure.
2.1.2 1:1 Verification
Input ID number, it will show

Verify fingerprint

1. Successful matching
If you set the voice out is yes, it emits “welcome” for successful matching. If you set the voice out is no, it emits “Beep” sound for successful matching. 
2. Unsuccessful matching

If you set the voice out is yes, it emits “Try again” for unsuccessful matching. If you set the voice out is no, it emits “dudu” sound for unsuccessful matching. 
2.2
Password Verification
 Users input the enrolled number (ID), for example: if the enrolled number is 00050, only input 50, and press OK: 

Input “OK” 

                               
Input the password, press “OK”
Successful verification
If you set the voice out is yes, it emits “welcome” for successful matching. If you set the voice out is no, it emits “Beep” sound for successful matching. 
If the ID is invalid, it will show “try again”.

If you set the voice out is yes, it emits “Try again” for unsuccessful matching. If you set the voice out is no, it emits “dudu” sound for unsuccessful matching. 
2.3
ID Card Verification
Input ID card

Successful Verification

Unsuccessful Verification
If you set the voice out is yes, it emits “welcome” for successful matching. If you set the voice out is no, it emits “Beep” sound for successful matching. 
If the ID or Password is invalid, it will show “try again”.

If you set the voice out is yes, it emits “Try again” for unsuccessful matching. If you set the voice out is no, it emits “dudu” sound for unsuccessful matching. 
2.4 Fingerprint + Password

Input Finger


Successful Verification


Unsuccessful Verification


Input Invalid PWD 3 tims
If you set the voice out is yes, it emits “welcome” for successful matching. If you set the voice out is no, it emits “Beep” sound for successful matching. 
If the Password is invalid, it will show “try again”.

If you set the voice out is yes, it emits “Try again” for unsuccessful matching. If you set the voice out is no, it emits “dudu” sound for unsuccessful matching. 
2.5
Fingeprint + ID card

Please check the procedure:









If you set the voice out is yes, it emits “welcome” for successful matching. If you set the voice out is no, it emits “Beep” sound for successful matching. 
Chapter three  AdminISTRATOR’s guide for 

time & attendance machine


Administrator could do all menu operations after entering into 1st grade manager menu. Here is the detailed instruction.

◆Administrator enter the operate menu 
Press MENU in T& A mode:
1 No administrator enrolled, Enter into the menu of manager mode.

② Administrator enrolled, enters into manager’s confirming. 

⑴ Fingerprint administrator press finger on scanner.

⑵ Password administrator input ID or password.

Enter the menu of administrator mode. Administrator can do operations according to his authority.
For its first time use, no need to confirm the manager’s identity.

③  If the manager’s confirming is failed, there will be a message “Illegal!” with a beep sound and voice warning. The manager’s identity should be confirmed again.

3.1 Enroll 
Press MENU in User Mode, enter into 1st grade menu, which contains three items. 

3.1.1 User Enroll
User enroll is the basic operation, which users should pay much attention.
· Press Enroll, enter 2nd grade menu, which contains eight items. Five methods of user’s enroll: fingerprint, password, Card, FP+Pass and FP+Card.
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1. Fingerprint Enroll
Enter the"User" menu ,select "Finger", press "OK".
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Enroll a new one, press "ok" 
Input ID number, as follow:


Press “OK” to enroll finger, please follow the instruction on LCD. Users should press the same finger for 3 times.
After taking off the finger, it shows:
2. Password
Enroll with password you can do it like this :enter the 2nd grade menu "Enroll"→"User" ,move the tab to "password" with the alow arrowhead in keyboard. press "ok" ;after input twice uer's ID and passsword according to the prompt on LCD,it will notify delete "ESC" or Save "OK".If input a different password in the second time, it will wasper to hint until input the same password. password enroll same as fingerprint enroll only different is input the password with keyboard, it can be any number between 1-9999.

3．ID Card Enroll
   Same with fingerprint enroll, just input card instead of finger.
4．Fingerprint and Password
Enroll with Fingerprint and Password you can do it like this: enter the 2nd grade menu "Enroll"→"User”, move the tab to "PF+Pass" with the allow arrowhead in keyboard. press "ok" ;then the operation is according to the prompt on LCD same as "fingerprint enroll", there is a difference not save at once but hint input password after fingerprint enroll successful .After input twice same password it will notify delete "ESC" or Save "OK". Input the password with keyboard, it can be any number between 1-9999.

5．Fingerprint and ID Card
   Same with fingerprint and password enroll, just input card instead of password. 3.1.2 Administrator Enroll
Administrator enroll is to authorize the administrator with authority for management operations.
Press Enroll, select Admin, press OK as follow:

Enroll procedure is same with User Enroll, please follow it step by step.

The manager authority can be 1、2、3.
1: can operate all menus.

2: can operate menus in Data Management, System Info.
3: can only operate menus in Setup.

Note: backup finger under the admin’s ID has the same authority with admin.
3.1.3 Security Level Setting
the security level can be 2 kinds of setting, one is 1:1 security level setting(can be set any level between 0-50,the level 0 is the lowest level and the level 50 is the highest security level,default setting is 32),another one is 1:N security level setting(can be set any level between1-4,the level 1 is the highest security level ,the level 4 is the lowest level,and the default setting is the highest security level 1 )

it is a contradiction between the security level( the corresponding is FAR) and the false refuse rate (FRR).It can be achieved the high pass rate(it is low down the FRR) by lost the security.

the purpose of setting security level is to balance the secuirty and false refuse rate depend on different applications.

Enter "Level Setting" 


 eq \o\ac(○,1)1：1Security Level Setting
Select Security level 1:1, press OK：



Input ID number, press OK.
                       

Note: 1:N Level is suit for All user, and the 1:1 Level is suit for the inputed ID number. 

Note: Security level from 0~50, verification become more exactly and the FRR is higher.

 eq \o\ac(○,2) 1:N Level 
Enter "level setting", select "1:N Level" ,press "OK".

Set security level between 1~4, to exit press “ESC”, then press OK to save the setting.

3.1.4 Delete User
Enroll menu, select “Delete” and press OK.

Enter User’s ID, press OK to delete the user

Press OK to delete the User.

(1)
Press "ESC" to cancel deletion;

(2) 
Press "OK" to confirm deletion.
(3)
Press "OK" to continue, and press "ESC" to exit.

i)
ID 12345 with backup fingerprint


ii)
ID 12345 without backup fingerprint

3.1.5 USB Flash Disk download operation（Opertional Function for the device with USB Flash function）

Insert the USB Flash Disk, enter "Download" menu, press "OK".


Enter submenu, which contains 6 items. 
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Function:
1 Glog : Download new record(.txt) from T&A to USB Flash Disk. 

2 All Glog: Download all the record(.txt) from T&A to USB Flash Disk. 
3 Slog: Download new admin record(.txt) from T&A to USB Flash Disk. 
4 All Slog: Download all the admin record(.txt) from T&A to USB Flash Disk.
5 All Enroll Down: Download all enrolled finger info or Password info (.dat) from T&A to USB Flash Disk.
6 All Enroll UP: Upload the fingerprint info or password info to T&A. optional: upload all and upload selected info. Select "All Enroll Up" ,press "OK" or "ESC" as follow.

       "OK": Upload all data               "ESC": Upload by ID number
3.1.6 Glog View
Glog View is the record which record user's in/out time.
Enter Enroll，select Glog View, press OK.

 
Input user’s ID to check Glog of this user.
3.1.7 Slog View
The operation of Slog view is same to that of Glog View. The difference is that the information on LCD is different.

Enter Enroll, select Slog View.

3.1.8 All log Delete
Delete the all record, including in/out record and admin record
3.2 System Info Setting
Enter Menu, select Setup press OK. 

Operation: select item, press OK, set the function with keypad, press

“ESC” to exit, then press OK to save.

3.2.1 System Info Setting
1. Admin
	Setting Info
	Description

	1-10
	Setting Admin number.


Reset Setting: 5.
2．Language
	Setting Info
	Description

	TCHINESE
	LCD language is TCHINESE.

	SCHINESE
	LCD language is SCHINESE.

	ENGLISH
	LCD language is ENGLISH.


Reset Setting: English
3．Dateformat  
	Setting Info
	Description

	Y  M  D
	**(Y)/** (M)/**(D)

	D  M  Y
	**(D)/** (M)/**(Y)

	M  D  Y
	**(M)/**(D)/**(Y)


4．Time 
	Setting Info
	Description

	Time
	Set T&A time or proofread with PC through management software.


The time error is ±1 minute/Month, it is better to proofread monthly. 
5．Unlock
	Setting Info
	Description

	No
	Lock Control function invalid.

	1-255
	Output Lock Control Signal and lock delay time setting (second). 


Reset Setting: 1 second
6．Auto Off
	Setting Info
	Description

	No
	Auto Off function invalid.

	1-255
	Set the auto off time on T&A (Minutes)


Reset Setting: 60m
	Setting Info
	Description

	Yes
	Output Hint Voice

	No
	Beep sound instead of Hint Voice invalid


 7．VoiceOut
           Reset Setting: Yes
8．In/OutUsed
	Setting Info
	Description

	Yes
	T&A displaying shows “IN,IO,OUT” 

	No
	T&A displaying shows ”Welcome”


Note: “IN, OUT” shift by ▲▼, shift ESC show “IO”.
9.
 Tcp/IpUsed
	Setting Info
	Description

	Yes
	TCP/IP communication is valid

	No
	TCP/IP communication is invalid


Note: Operational function. It is valid if the hardware support the function.
10. UsbUsed
	Setting Info
	Description

	Yes
	USB Flash Disk Download/Upload function is valid

	No
	USB Flash Disk Download/Upload function is invalid


Note: Please set at No if the operation is not working. 
11．WiegUsed
	Setting Info
	Description

	Yes
	Wiegand Signal output is valid.

	No
	Wiegand Signal output is invalid.


12．Reglate
Enter System Info, select Reglate and press OK. The T&A will tune the light of the sensor.

3.2.2 Log Setup
1．Slog warn
Giving an alarm of Slog overflow in message or voice warning.
	Setting Info
	Description

	No
	No overflow alarm. If the Slogs overflow, no record can be stored.


	1-255
	Alarm will be given according to the set value. If Slogs (1000 psc) overflow, no record can be stored. Example: if the number is 10, alarm will ring when the 990th record is reached.



Reset Setting: 100pcs
2. Glog warn

Giving an alarm of Glog overflow in message or voice warning. When overflow alarm happens, users should download Glog in time by using the operation software. 
	Setting Info
	Description

	No
	No overflow alarm. If the Glogs overflow, no record can be stored.

	1－1500
	Alarm will be given according to the set value. If Glogs (10000pcs) overflow, no record can be stored. Example: if the number is 10, alarm will ring when the


Reset Setting: 1000pcs
3. Re-verify

It is to check whether the users check in repeatedly in a certain period.

If the user makes repeated check in during a certain period, the device will inform users that “you have checked in” and Glog won’t be saved repeatedly.  
	Setting Info
	Description

	No
	No repetition checking

	1-255
	Make a repetition check in a certain period. (minute) 


Reset Setting: No

3.2.3 Communication Setting
3.2.3.1 Device No.
	Setting Info
	Description

	1-255
	Each Device has exclusive Device No. in network.


Reset Setting: 1
3.2.3.2 Baud Rate
	Setting Info
	Description

	9600
	Com Port Baud Rate is 9600bps

	19200
	Com Port Baud Rate is 19200bps

	38400
	Com Port Baud Rate is 38400bps

	57600
	Com Port Baud Rate is 57600bps

	115200
	Com Port Baud Rate is 115200bps


Reset Setting: 38400bps

◎The Baud rate should be same to the PC Com port setting.
3.2.3.3 IP Address Setting
      Reset Setting: 
	Port No.:5005
	PWD：200409

	IP Address: 192.168.000.014

	Subnet mask: 255.255.255.000

	Default gateway:192.168.000.001


◎IP Address Setting should be same to the PC IP Address setting.

3.3 System Info

Select SYSTEM INFO and press OK to enter 2nd grade menu.

3.3.1 Press OK to enter 2nd grade menu, which contains three items.


It can be shift by OK on selected item. The User can be shift to Admin, the Finger can be shift to Card/Password and the G_Log can be shift to S_Log.
ESC to exit.
Communication





ESC  		        exit from the menu


MENU		        enter into the menu


OK		                confirm the current setting


⊙                   power


▲	               	 select menu in menu operation


▼	                 select menu in menu operation


 0…9		            input the setting value in menu mode








Card





Password 





Finger





USER





WiegUsed                Yes





Pass Verify





PWDIn *


Try again！





Pass Verify





PWDIn








（Message）


ID     12345678


       ----


Verify OK！








Pass Verify





PWDIn





Welcome


09：57


06-05-01      Mon


您好    08：50：51





ID Card Veriy





Try again！





（Message）


ID      12345678


       ----


Verify OK！








UsbUsed                 Yes





Tcp/IpUsed               Yes





In/OutUsed               No








E_U	: User Enroll





E_M: Manager Enroll





E_DF: Delete enrolled fingerprint





E_DP: Delete enrolled password (P model)





D_L: Delete all logs





S_T: Time setup





S_S	: System setup





S_L	: Log Setup





S_C	: Communication setup





The ID of manager: 12345





The ID of Enrolled finger: 8





Operation Date: 01-11-30 17:30








Slog View           C-00256


                    N-00008


  06/02/11   17:30  E-DP


  00001         00008


No-ESC         Con-OK





C: records quantity


  (e.g. C-05431 is 5431 records totally)


N: record number


  (e.g. N- 00001 is the first one)


V_F: fingerprint verification


V_P: password verification


User's ID: 00001 


Record time: 06/02/11 17:30 





System Info








User/Admin         0








Finger/Card/Password   0





G_Log/S_Log       0











Re-Verify   No





GLog Wrn    1000





Slog Wrn      100




















setting items





System        ▼


Admin         3


 Languge      SCH


 DateFormat   YMD





Time


                MON


2006- 05–01


12:00:00





set ESC  inc OK





items





Description

















FP+Card





1：1 FP Verify


ID     000050


EscESC    PWD-OK





FP+Pass





Card





Welcome


09：57


06-05-01       MON


您好    08：50：51





FP Verify


Lift Finger


  


   


    





（Message）


ID 12345678


       -----


Verify OK!








FP Verify


    Lift Finger








1：1 FP Verify


ID     000050


EscESC    PWD-OK





VoiceOut                 Yes





Pass Verify


ID      50


PWDIn 








Glog View      C-05431


                   N-00001


  06/02/11  17:30  V-F


           00001


No- ESC        Con-OK


退出 ESC       继续OK





（Message）


ID     00000050


       ----


Verify OK！








Glog View


    ID       00001


No- ESC      Yes-OK








Password





1





Auto Off                  60





Unlock                     1








5VDC Input





MENU        ▼


Enroll


Setup


System Info





RS232





Admin?


   10：51：42


06-05-01    MON








User








New Enroll





ID    


ESC-ESC   SET-OK








Finger





New Enroll？


No- ESC    Yes- OK











In the new enroll interface, manager can set the user's ID number through keyboard .


User’s ID should be the number between


1-65535.








New Enroll





ID    


ESC-ESC   SET-OK


OK





12345





Press "OK" to save fingerprint,(if there is any mistake, press " ESC" to cancle). 


0 refers to the new fingerprint enroll.





Set the Security Level between 0~50





Level Setting     ▼


1：1 Level      32


   











     New Enroll





     12345678 – 0


 Ign-ESC   Sav-OK





Level Setting


1:1 Level


Init. 1:1         0


1:N Level       1


   





Level Setting


1:1 Level


Init. 1:1         0


1:N Level       1








Manager         ▼    


Finger


Password


FP+Pass





Level Setting


   


    ID











Pass Verify


Lift finger！


  


   


    





Glog





Delete





    ID





12345





All Glog





Note:


1. "-0": new enroll


  "-1" : backup finger 1 


  "-2": backup finger 2


2. “-P” :Password user


  “-K”:ID Card user





Delete





   ID   12345–0





Slog





All Enroll Down





All Slog





Delete





ID   12345–1








All Enroll UP





Delete





Delete？


NO- ESC      Yes-OK








Download








Delete


     Enroll Empty！








Deletion finished，


Invalid ID.





Setup        ▼


System       


Log Setup


Communication


Reglate      





（Message）


ID   000050


----


Verify OK！








System Info          ▼


User            459


Finger           429


G_Log          2540





1：1 FP Verify


Try again！








RS485





TCP/IP





USB Flash





Finger











Welcome


09：57


06-05-01    MON


您好    08：50：51





Default gateway





Subnet mask





IP Address       





Port No.                  5005





Baudrate                 38400





Log Setup














Loudspeaker





LCD:128*64





Sensor





Keypad: 4*4





Device ID                    1





FP + Card





Download           ▼


Glog


All Glog


Slog








All Enroll Up    


All Delete ?


No-ESC      Yes-OK


























All Enroll Up    


  Save? ID  00001


No-ESC    Yes-OK








FP+ Pass





System Info





Setup





Enroll





Interface





Welcome


09：57


06-05-01    MON


您好    08：50：51





Card Verify





In ID Card No.





FP Verify





Try again！





FP Verify





ID Card Verify





FP Verify





ID card Verify





Valid





Invalid





Invalid (3 times)


（可3次）





（Message）


ID      12345678


       ----


Verify OK！








VerifyMode                0


























1:N Level        1





FP + Card





FP+ Pass





Card





Password 





Finger





Admin
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Delete








Level Setting








Admin








User








Enroll
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Slog View








Glog View








All log Delete
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Level Setting














Time 
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